client supplied data gets
echoed back to the screen
reflected XS5 problem

most common v search box.

15 payload doesn't need to be
unigue form of XSS Sent or echoed by web server

similar to reflected XS5 can be persistent
3types

incorporates cookies

DOM based XS5

object structure to access &
DOM (Document Object Model) manipulate nodes, values and
autrbutes.

completely relies on JS and insecure use of

input validation vuinerability b e
namically obtained data from DOM

on the dlient side JS. rame

stored XSS

user s able to define
ntent which gets:
evaluated as javascript or
create oun javascript
resulting from missing/bad blocks.
Password Change/Forgotten Functions.
Brute Forcible Login

developer dossn't apply needed
Verbose Failure Messages

santztion for gven context of user
. suppied mput
a be
malcous code which gets executed n users suscepibl toany
web browser ainerabil
Insecure Credential Distribution v
tonly i e spocfed by ogging the lythe i,
Predictable Usernames/inital Passwords Logical Flaws resch the server via GET and user including cookie, referer and implement proper escaping for which will gain the attacker admin
POST ot everyting logged nghs
Preictable Account Actvation
Link/D variable width encoding can
make escaping invalid
Bad Passwords
encoding can pose a problem
genp s server can't correctly check and filter the
FatOpen Login encoding the browser uss o nerpret the
page sa diferent
defectve mulistage login
istory sealing getComputedsiyle API vised syle
ifwant access o »subdomain both pages inranet hacking
problem must explcitl et the document domain o
the same value 1S can completaly akter look of
bite
s sy s possible attack methods defacement
efne excepions call
oo only the exact same domain e by atizn o canbe lveraged for ph
ool the sract s enforced b utizing domin names 1o ocaur onthe resl website
new Header calld Access-Contol only allow o read data buse usersbrowser 1o 1o a5 flsharing nods
originating from the same. Same Origin Policy
- XMLbtpRaguest source e
a2 part of anonymity network
instuction
unavare developer might those can be rvesled by
oo compiled bytecode include secrets into code. decompilers and reversing
sources are the some ifthe Client Side Flash Security dornale equest cach exact domain gets an crossdomain.aml for cross
nostname s e e ross domain equests o san sandoox communicaton
port (ot for IE7) sandboxing
sossion management
losely relatea to
authentication mechanism session management needed to
webapplcatons becoming i
esktop spplications > naed

Java Security

requests
state

hitp s stateless

browser connects to malicious.
server vith dns timeout of 1
second

main technology Cookies

J5 tells browser to connect
backin 2 seconds

attack without ds pinning

browser resolves name again
since o longer valid
hitp authentication
technologies
(Kerberos)

dins senver replies with arbitrary ip
client certficates.

this ip may be in the intranet
ress it wants to get the contents providing attacker access to the
from inner network
the browser 3 o
K breaking policy through DNS
above ticks
in cookie
encoded session state.
being pushed to client
in hidden form fields.
simple attack huge impact on
web app security

the browser is re-requesting dns f
the web server isn't reachable
anymore

possible because browser implicitly appends

‘Cookies to every request for the alovie
domain(s)

DNS Pinning Vulnerabiltes
perform actions in users

behalf via users browser

same as above, but this time the base

ke oo, rowalh el 1 ba fneads o frvall he pot
unreachable for the browser in the second o
et
anti-dns pinning e
ot e o ater .
Pyl doesn't obey to same-origin policy

er, 50 the whole pror

question ot the
cess can be
carried out for different IPs on a single server

XS5 and CSRF can let unsuspecting

checing his would ppen i
tergeted systom by he browser s hosting s used, but there usualy s o
really ours default
L § explots in client s request buiding
Web Application Security d defeats
e e mupectrs, it not possible to hijacksesson via
nonce could be read by JS.
incorporate nonces o stata-changing
o XS5 vulnrabilty would bypasses s e counter messures
Site Tk the user

automated sending of cookies with this,
be

Juse cookie sending is determined by
‘domain not

webapp accepts provided
tokens as new sessi

Session Hijacking

possibily to take over
webapp doesn't reate new
token on login

ystems in the intranet
Session Fixation

automated search for vinerabiliies in the
intranet

use XS5 or CSRF explot to attack us
browser 1o steal information or authentication
tokens
attacker can smuggle new session token into
users browser and continue his session after
login

guessable meaningful tokens.

reproducible algorithm.
enabling brute-forcing

redefine Array object to have
the results accessible

request json from other side

concealed sequences

pt
the keyspace can be minimized the

better the timeframe of generation is
known

Sessions

token-generation proce:

JavaScript Hiacking
depends ony/mosty on time

work because of same origin
policy

time dependency

predictable tokens

user s authenticated on other

web service via cookis
weak Session IDs

if web service discloses
weak (PIRNG

privacy relevant information
ver json

tokens holds authorization data user dossn't need to log in staic tokens

falloack to hitp after login

SQ databases are usually called ndirected by a web>
application, which passes a complete query containing
parts of s

ser supplied content to the database
subsystem

usage of htps only cookies hitp for al static content

requests to retrieve.
information.
disclostre of tokens on network
ticked by attacker to make hitp rquest to

server, not matter ifsuccessful, token il
be disclosed

SeLECT

logout doesn't invalidate session

injection point usually the
WHERE clause

user didn'tlog out

wulnerable session termination

creates new row
attackers usually have to guess database
schema and therefore doesn't know
o session expiration
it D
Soin default all
q d the domain h
itself

brute-forcing the number with
15 (or 20005 for possible
dates) or NULLs

order and number of columns
right-hand-side
of the domain

enabling also other webserv

bservers on a
main to read the cookie from

change one or more data rows

domain

domain value can be changed
b upto one below the tid

wsual entry point the WHERE

clause and or the SET clause
liberal cookie scope
too liberal path value again might enable

similar to domain path defines to which
other users on the syst the
from users of that application

DELETE
passed

usual entry point is WHERE clause.
if an attacker uses the session of a user it will be

detected because the page token replied wil not be
the last provided, because there are two open
instances.

SQL Injection

combine two or more
SELECTs

attacks

can b leveraged to gain information
from different tables than original
an be leveraged to track user

movement on page

aquery
creating additional page tokens

opening several tabs at the same

time wil be interpreted as an
attack

selected fields must be same
UNION operator

Attacks

Server Side

number and type (structure)
counter measures.

deauthenticating user when suspicious

names of tables and fields. names can be queried from

database specific metadata
activity s hidden form
fields or strings associated with SQ

termination
Lior XS5

njoct ORDER BY Scolnum unti
usual steps. error to check for number of
columns

search for columns of string type by
nserting NULL in all but one fild, which

holds a string Unti string i displayed
Blind SQL injection

timing attacks

database
tothe
database

sanitization
Second Order SQL Injection

foo' is fetched from database and used
o gescomalyapedie T T

password without futher sanitization
Remote File Inclusion

executed code is buift at
runtime containing user
supplied content

rpreted languages

Remote Code Execution

characters o break out of

data context therefore being able to

execute arbitrary commar

in compiled languages attack not leverages
programming

language

Path Traversal

Firewall




